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MD5(String s)

Calculates an MD5 checksum for the string.

SHAL(String s)

Calculates an SHA-1 checksum for the string.

SHA256(String s)

Calculates an SHA-265 checksum for the string.

SHA384(String s)

Calculates an SHA-384 checksum for the string.

SHAB512(String s)

Calculates an SHA-512 checksum for the string.

DSA(Number size)

Generates a DSA key pair of the given size.

RSA(Number size)

Generates a RSA key pair of the given size.

EC(Number size)

Generates a Elliptic Curve key pair of the given size.

<Digest>with<Encryption>Sign(Object 0,String key)

Computes a signature for the given object with the given private key using the given message digest with

the given signature algorithm.
The following combinations are supported:

NONEwithRSA
MD2withRSA
MD5withRSA
SHA1withRSA
SHA256withRSA
SHA384withRSA
SHA512withRSA
NONEwithDSA
SHA1withDSA
NONEwithECDSA
SHA1withECDSA
SHA256withECDSA
SHA384withECDSA
SHA512withECDSA

Example

SELECT SHA256wi t hRSASIi gn( " Hel lo World",

=> 51DC22BAFD51B112C72. . .

"30820154020100300D...) FROM Stream

<Digest>with<Encryption>Verify(Object o, String sighature, String

key)
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MD5(String s)
SHAIL(String s)
SHA256(String s)
SHA384(String s)
SHA512(String s)
DSA(Number size)
RSA(Number size)
EC(Number size)
<Digest>with<Encrypt
ion>Sign(Object o,
String key)
<Digest>with<Encrypt
ion>Verify(Object o,
String signature,
String key)


http://en.wikipedia.org/wiki/Digital_Signature_Algorithm
http://en.wikipedia.org/wiki/RSA_%28algorithm%29
http://en.wikipedia.org/wiki/Elliptic_curve

Verifies the signature for the given object with the given public key using the given message digest with
the given signature algorithm.

The following combinations are supported:

NONEwithRSA
MD2withRSA
MD5withRSA
SHALwithRSA
SHA256withRSA
SHA384withRSA
SHA512withRSA
NONEwithDSA
SHA1withDSA
NONEwithECDSA
SHA1withECDSA
SHA256withECDSA
SHA384withECDSA
SHA512withECDSA

Example

SELECT SHA256wi t hRSAVerify("Hello World", "51DC22BAFD51B112C72...",
" 305C300D06092A8648. . .) FROM Stream
=> true
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